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ABSTRACT

Recent global demand for cybersecurity professionals is promis-
ing, with the U.S. job growth rate at 28%, three times the national
average [1]. In a global survey, 2,300 security managers reported
that 59% of their security positions were unfilled, although 82%
anticipated cyberattacks to their systems [2]. At the same time, the
cybersecurity field is broadening, not only in technical concepts
but also in human factors, business processes, and international
law. The field has not become culturally diversified, however. Pro-
fessionals hired in 2018 included only 24.9% women, 12.3% African
Americans, and 6.8% Latinos [3]. These realities create an opportu-
nity for higher education: diversify the profession while increasing
the numbers of skilled computer scientists. New and integrated
methods of attracting student populations in the field of cybersecu-
rity are needed. This working group report analyzes the outcomes
and approaches used in higher education to diversify the cyberse-
curity field through a review of the literature, identification of gaps,
and recommendations for cybersecurity education researchers and
practitioners.
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1 INTRODUCTION

The annual cost of global cybercrime is now estimated to be $600
billion, up more than $100 billion from four years ago1. In terms of
cybercrime, globalization translates into perpetrators and victims in
far-flung regions, diminishing both the possibility and the incentive
for law enforcement action [4]. As more organizations and individ-
uals embrace a digital sharing economy, cybercriminals are further
enticed to exploit systems that are unable to provide adequate data
confidentiality, system integrity, and privacy assurance2.

The present demand for cybersecurity professionals is urgent,
with a U.S. job growth rate of 28%, or three times the national aver-
age3. Many companies struggle to fill cybersecurity positions [5].

1https://www.mcafee.com/enterprise/en-us/assets/reports/restricted/rp-economic-
impact-cybercrime.pdf
2https://www.privacyrights.org/
3https://www.bls.gov
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The gap between available positions and suitable candidates is sub-
stantial; a 3.5 million deficit is predicted by 2021. In an international
survey of 2,300 cybersecurity executives, 59% reported that cyberse-
curity jobs in their companies were unoccupied, while 82% reported
presumed malicious cyberattacks to company operations4.

The field of cybersecurity is suffering not only from a general
lack of cybersecurity professionals, but also from a lack of qualified
professionals, especially those from diverse backgrounds. Universi-
ties and community colleges can play a crucial role in addressing
these needs. Unfortunately, the demand currently exceeds the sup-
ply of students. Not only are too few diverse students entering the
field, but there also are too few cybersecurity educational opportu-
nities. As a result, producing diverse and high-quality professionals
represents a challenge for academia.

Recent statistics from the American Association of Community
Colleges (AACC) indicated that 12 million undergraduates are en-
rolled in more than 1,100 two-year colleges [6]. Interestingly, 48%
of first-generation students were enrolled in two-year schools com-
pared with 25% attending four-year institutions [7]. Provisional
data from the U.S. National Center for Education Statistics (NCES)
indicate that a significant percentage of diverse and low-income
students attend community colleges [8]. Meanwhile, youth demo-
graphics are growingmore diverse throughout the world andwithin
the United States, with 51% white, 25% Hispanic, 14% black, and
5% Asian students [7]. However, the field of cybersecurity does not
reflect the diversity of the current enrollment of undergraduate
students.

Lack of diversity in cybersecurity. Although women comprised
slightly more than half of the U.S. population and over half the col-
lege population, their intention rate to major in the Science, Tech-
nology, Engineering, and Mathematics (STEM) disciplines (33.5%)
in 2013 was lower than that of males (45.8%) [9]. In the same year,
females gained more than half of all STEM bachelor’s degrees yet
were drastically underrepresented in the computer sciences (22.3%)
and, after graduation, were employed at much lower rates (24%)
than their male counterparts in STEM occupations (76%) [10, 9].

Currently, the cybersecurity workforce is only 11% female, with
little improvement over the past several years [11, 12]. For other
underrepresented minorities (URM) in cybersecurity, the numbers
are even more alarming. Broadly, 22% of all U.S. science and en-
gineering graduates are from underrepresented minorities, and
the cybersecurity workforce is only 6% African American and 7%
Hispanic [12].

In examining the lack of diversity in the cybersecurity field, we
can also consider the populations that have been overrepresented.
The number of Asian and white males in the United States has
been declining (from 33% in 2001 to 29% in 2014), thereby reducing
the traditional pool of cybersecurity professionals [11, 12]. This
fact, of course, contributes to the shortfall of cybersecurity pro-
fessionals. It also suggests that a lack of diversity is related not
only to lower numbers of underrepresented groups but also to over-
recruitment of candidates with intelligence, military, investigative,
and law enforcement backgrounds demographically dominated by
males [13].

4https://cybersecurity.isaca.org/

Why do we need more diverse people in cybersecurity? Diversity
in the field matters for a number of reasons. One is the present
and future labor force shortfalls already discussed. Another is that
evolving innovative organizational strategies call for representation
from all genders and groups in society [10].

The sciences, as fundamentally collaborative endeavors, require
teams made up of people with diverse backgrounds and experi-
ences to generate the most beneficial ideas and provide innovative
hypotheses for other scientists to draw upon [11]. In this broad con-
text, diversity concerns not only gender, ethnicity, religion, or skin
color, but also the formation of teams with a variety of experiences
that can provide innovative approaches to problem solving [14].

As a science, cybersecurity traverses varied and dynamic sub-
ject matter due to globally evolving threats of attack from insiders,
nation-states, and organized cybercriminals. Adversaries will ex-
ploit the unconscious bias ingrained in the industry by recognizing
and bypassing the homogeneity of typical security approaches [15].
Consequently, the cybersecurity workforce demands diverse multi-
disciplinary teams that concentrate their efforts against adaptive,
intelligent, omnipresent, and ever-changing opponents [16].

From an educational perspective, instructors must, therefore,
prepare future cybersecurity team members not only in relevant
cyber-centric skills but also in the skills essential to be productive
contributors in diverse multidisciplinary teams [16]. In this context,
diversity in cybersecurity is not just a fundamental issue of equity. It
is a way to address cyber threats that can affect the global economic
viability of nations [14]. The expertise demands of cybersecurity
students in so many disparate disciplines force cyber education
to become inherently interdisciplinary on an individual level and
multidisciplinary on a team level [16].

1.1 Research Questions

In this paper, we investigate three research questions to address
efforts in diversifying the cybersecurity field:

RQ1 What is the current body of work concerning the diversifi-
cation of the cybersecurity field?

RQ2 What are the gaps in education research for diversification
of the cybersecurity field?

RQ3 What approaches are successful or unsuccessful in diversify-
ing the cybersecurity field?

1.2 Goals and Contributions

The central question this working group investigated is: What

different approaches are currently implemented around the world

to increase diversity in cybersecurity? To answer this question, we
identified the following goals:

(1) Reviewapproaches that aim to diversify cybersecurity:
The primary goal of this work is to produce a thorough re-
port on existing literature concentrating on cybersecurity
education initiatives for diversification. Such a review is use-
ful for education researchers in the field of cybersecurity and
for educational practitioners who wish to create a diverse
cybersecurity program. To this end, this paper presents a
culturally responsive conceptual framework for diversity, as
codified in the literature review, and distinctive patterns in
the reviewed papers.
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(2) Identify gaps: The second goal is to identify gaps in cyber-
security diversification interventions, as well as to inspire
novel research and evaluation methods in this area. In this
regard, the paper offers recommendations for researchers in
light of the weaknesses of the reviewed works.

(3) Recommend diversification techniques: The final goal
is to assist practitioners who plan to create a cybersecu-
rity program by identifying what diversification technique
is best for their specific institution. Consequently, the re-
search extracted related research and evaluation findings
and distilled these results to recommendations for education
practitioners.

The organization of the remainder of this paper is as follows:
Section 2 discusses related survey work in the diversification of
STEM, computer science, and cybersecurity. Section 3 presents the
culturally responsive framework followed to create this detailed
literature review. Section 4 describes the process used to search
related literature and codify the results. Section 5 includes our
results presented with graphical representations of quantitative
techniques and a discussion of emerging patterns resulting from
qualitative techniques. Section 6 describes our recommendations
to education researchers and practitioners. Finally, our conclusions
and presentation of future work appear in Section 7.

2 RELATEDWORK

Past research studies have directly and indirectly explored the diver-
sification of the cybersecurity field. The following section divides
the related work into three categories: surveys on diversity in STEM,
surveys on diversity in computer science education, and similar
surveys that combine cybersecurity and diversification techniques.

2.1 Diversity in STEM

Leggon [17] explored the fields of science, technology, engineer-
ing, and mathematics (STEM) in the context of developing and
enhancing the science and engineering labor forces in the United
States rather than targeting the cybersecurity discipline specifically.
The research addressed the intersectional dynamics of gender, race,
and ethnicity and demonstrated the need for future research tar-
geting systematic diversification efforts linked to disaggregated
diversity data [17]. Leggon’s research supports the approach of this
paper’s culturally responsive conceptual framework for diversity in
cybersecurity by emphasizing the need to quantify intersectional
distinctions in building efficient and effective practices, programs,
policies, and institutions [17]. Although cybersecurity was not ex-
plicitly discussed, Towns [18] provided early supporting data on
Asian, African American, Hispanic, and Native American women
faculty in the STEM fields and the need for further research that
recognizes the importance of role models for self-esteem and per-
sistence in underrepresented minority students.

2.2 Diversity in Computer Science Education

Early work by Singh et al. [19] synthesized and reviewed 44 empiri-
cal studies from 1994 to 2005 on women in undergraduate computer-
related majors. Although focused primarily on gender diversity and
not explicitly targeting the cybersecurity discipline, Singh et al.’s
work emphasized the need for future studies, such as this one,

that integrate contextual aspects of student diversity and guide
changes to academic environments supporting the enrollment and
persistence of diverse students in computer-related fields [19].

The two-part work of Ladner and VanDeGrift [20, 21] summa-
rized 13 articles that focused on three dimensions of increasing the
participation and retention of underrepresented minorities, women,
and people with disabilities in computer science frommiddle school
through college. The first dimension looked at methods of broad-
ening computer science participation by targeting these diverse
groups, the second looked at the targeted level of education for
interventions, and the third viewed the intervention approach [20,
21]. Ladner and VanDeGrift’s research expands the discussion of
underrepresented groups to include those with disabilities and re-
inforces diversification techniques discussed by this paper; their
work was not specifically targeted for cybersecurity education.

Zarb et al. [22] discussed, from an international perspective,
the best approaches to support computer science students as they
transition into higher education. The study touched on issues of
gender balance for recruitment and the importance of building
a sense of belonging. Although not specific to the cybersecurity
discipline, Zarb et al.’s study found a growing theme in the related
literature: efforts to increase underrepresented groups benefited the
broader student population of the educational institutions involved
[22].

A recent work by Frezza et al. [23] formulated a Competency
Learning Framework (CoLeaF) as a global instrument to advance
the integration of competency concepts into computer science ed-
ucation. The CoLeaf tool broadens and integrates the definition
of individual student competency to include disposition as well
as skills and knowledge for effective performance in the comput-
ing profession. The researchers did not focus on cybersecurity or
underrepresented groups, but by including social competency ex-
pectations in their framework, they provided cases and a pathway
related to building a more diverse workforce team by attracting a
more diverse population of students.

2.3 Cybersecurity and Diversification

Techniques

In their working group report, Parrish et al. made a global case for
cybersecurity as a meta-discipline [24]. Their research countered
the dominant cyber-pathway of training for specific specialized
jobs and argued the importance of improved goals and standards
for many different types of cybersecurity programs by 2030. Parrish
et al. built a solid case for cybersecurity as interdisciplinary, but did
not address the necessity of attracting underrepresented groups.

The Shumba et al. working group [25] aimed at root cause anal-
ysis of why women and minorities do not enter the cybersecurity
field. This group created a survey with a questionnaire addressed
to industry professionals and academics. The survey participants
shared their experiences and opinions on why there is a lack of
diversity in the field. Their recommendations for diversification
interventions included recruitment and scholarships.

The current gap in these works relating to STEM, computer
science, and cybersecurity indicates the need for a survey of di-
versification techniques for cybersecurity that is systematically
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reviewed, grouped, and analyzed. The following sections present
such a survey.

3 CONCEPTUAL FRAMEWORK

We turn next to the conceptual structure underlying this report,
beginning with the essential definitions that lay the groundwork
for the paper’s culturally responsive framework.

3.1 Operational Definitions

Cybersecurity is an interdisciplinary topic describing multiple per-
spectives Ðincluding business, psychology, and law. Borrowing
from the Joint Task Force on Cybersecurity Education, we can
define cybersecurity as:

A computing-based discipline involving technology, people, infor-

mation, and processes to enable assured operations in the context of

an adversary. It involves the creation, operation, analysis, and test-

ing of secure computer systems. It is an interdisciplinary course of

study, including aspects of law, policy, human factors, ethics, and risk

management [26].
In this report, however, we look at cybersecurity primarily through
the lens of a computer scientist.

Like cybersecurity, diversity can be described according to many
different perspectives and many different contexts. From a general
perspective, diversity can include traits that vary by gender identity,
race identity, ethnicity, cultural background, age, socioeconomic
status, geographic differences, and special needs. However, from
the more specific perspective of cybersecurity, diversity may also in-
clude other factors, such as skillsets, backgrounds, life experiences,
and abilities.

Various approaches to defining diverse populations have also
been adopted, including terminologies such as underrepresented
minorities (URM) and first-generation students. We offer no precise
definition, and instead broadly interpret diversity in our report,
recognizing the many different ways diversity can be measured
and articulated.

3.2 A Culturally Responsive and Critical

Framework for Broadening Diversity in

Cybersecurity Education

A conceptual framework rooted in providing equitable and mean-
ingful access to cybersecurity and advocating for the success of
all students guided our review of the literature for this report. Un-
derrepresented groups exist as a result of social and institutional
inequities. These inequities include institutional discrimination [27,
28], unequal access to high-quality education [29, 30], and systemic
devaluation of a group’s identity, language, culture, socioeconomic
status, and the like. The inequities persist when students from un-
derrepresented groups lack a sense of belonging Ðwhen they find
themselves in a field where they see few others like themselves [31,
32]. The critical approach used in this report requires cybersecurity
educators to actively support and engage students from tradition-
ally underrepresented groups. This approach is as vital as increasing
diversity in cybersecurity Ðand computing in general.

Our conceptual framework draws from theories of cultural re-
sponsiveness and critical pedagogical approaches to education.

These can guide the design of educational strategies that are re-
sponsive and sustaining to diverse learner populations, thereby
increasing student success [33, 34, 35]. Culturally responsive ap-
proaches value and positively address the linguistic, cultural, and
other aspects of diverse learner populations by integrating students’
home and community lives into the classroom, and vice versa [33,
35, 36]. Although the approach refers specifically to culture, it is
essential to know that łculturally responsivež includes all forms of
diversity, including gender, socioeconomic, and regional. Educators
use the students’ diversity as a platform to teach in meaningful and
authentic ways.

At its foundation, there are three criteria for culturally responsive
approaches to education [30]:

(1) Learners must have successful academic opportunities while
still being held to rigorous academic standards.

(2) Educators must exhibit a strong sense of cultural competence
so that they can take advantage of the łfunds of knowledgež
in their learner communities [36, 35].

(3) Educators must develop a critical consciousness that enables
them to empower themselves and their students to be agents
of change.

Strategies related to these approaches are explained below in the
context of cybersecurity education.

3.2.1 Equitable Access. Cybersecurity educators must provide op-
portunities for students to experience and be successful in cyberse-
curity. Like educators in other STEM fields, cybersecurity educa-
tors must create opportunities in cybersecurity as early as possible
through formal schooling and informal learning spaces, such as
clubs and camps. For example, one reason for the underrepresenta-
tion of females in computing fields may be that middle school boys
are already having many more computing/technology experiences
than girls [31, 37]. Another reason is socioeconomic inequity, which
occurs when students from low-socioeconomic-status communities
have minimal access to high-quality resources. Thus, in creating
opportunities in cybersecurity, educators must actively reach out
to and recruit minority and underserved students. Even at the un-
dergraduate level, there is a continuing need to recruit minority
students in cybersecurity by creating an awareness of this topic
among students in other fields.

3.2.2 Multiple Contexts. Cybersecurity educators must integrate
cybersecurity ideas and topics with the students’ experiences, and
vice versa. As digital technologies become deeply embedded in so-
cieties, cybersecurity is a crucial aspect in the life of every person.
Thus, cybersecurity educators should be able to present cybersecu-
rity topics that students will see in their everyday lives, both inside
and outside cybersecurity classrooms. Educators’ ability to present
cybersecurity knowledge and skills in a way that students can use
in various contexts (for example, home, school, work, community)
can lead to success [38].

3.2.3 Authentic and Active Learning. Cybersecurity educators must
provide authentic learning activities. Creating a positive STEM iden-
tity is critical in retaining minorities in the field [39]. Through the
use of active and hands-on learning activities that mimic the real-
world tasks of cybersecurity professionals, students build positive
and genuine connections to the cybersecurity field. Conventional

Working Group Report ITiCSE-WGR ’19, July 15–17, 2019, Aberdeen, Scotland Uk

160



approaches in cybersecurity have included a broad range of au-
thentic learning activities, including gamification, project-based
learning, and research projects. Similarly, from a curriculum per-
spective, cybersecurity educators can form associations between
the computing/technology field and the numerous other fields with
security implications. These strategies provide multiple pathways
into cybersecurity and also offer an effective strategy for increasing
female participation in computing [31].

3.2.4 Empowering students. Cybersecurity educators must also
empower students, especially minority students. Learners must
develop a critical consciousness in which they become aware of
diversity issues in cybersecurity, computing, and other STEM fields,
as well as advocates for social change. While many cybersecurity
and computer science initiatives focus on broadening diversity and
increasing minority participation, culturally responsive and critical
approaches do more than create opportunities for all learners. A
critical pedagogical approach empowers minority students’ aware-
ness of issues of underrepresentation and tasks them as change
agents in advocating for broadening cybersecurity diversity. For
example, in countering the underrepresentation of women in com-
puting, women can be far more effective recruiters of other women
[31].

3.2.5 Mentoring students. Cybersecurity educators must provide
mentoring opportunities for students. To maintain a sense of be-
longing in the field, minority students must have meaningful and
valuable relationships with their faculty members [32, 31]. In addi-
tion, to increase their sense of belonging, minority students need
to work with mentors and see role models who share similar back-
grounds [40, 32]. Thus, mentors could consider involving their
students more in research projects, networking with others in the
field, and navigating the cybersecurity field.

Historically, underrepresentation has challenged the computer
science field, particularly with gender and racial/ethnic minorities,
and many initiatives have been implemented to broaden diver-
sity. Guided by our conceptual framework, the following literature
review focuses on cybersecurity education initiatives that create ac-
cess, multiple contexts, authentic learning, student empowerment,
and mentoring.

4 METHODOLOGY

To answer our research question concerning what approaches are
being used today to increase diversity, we conducted a review of
the literature on cybersecurity initiatives guided by the framework
presented in Section 3. Below, we describe the specific steps taken
to complete the review. Three major phases define the methodol-
ogy of our literature review. First, we conducted an open review of
different approaches to increase participation. Next, we performed
a focused literature review on cybersecurity interventions for di-
versity. Finally, we identified codification criteria for the review of
literature.

4.1 Open Literature Search Methodology

The first phase of our methodology was a broad review of literature
based on standard approaches employed to increase participation
in computing and cybersecurity. For this phase, each member of

the working group Ðas cybersecurity and computer science faculty
membersÐ formed a list of interventions to investigate based on
their teaching experiences. Then members of the group were paired
and assigned to investigate two to three interventions in computer
science (CS) and STEM education literature.

4.1.1 Approaches in Cybersecurity Education. This section describes
the interventions explored by the working group and how they
relate to our culturally responsive conceptual framework. These
interventions guided the first phase of the review of the literature.
Next, for each intervention, we include references to evidence that
it has been rigorously studied for its efficacy in CS and STEM fields.
In the interest of space, we limited this evidence to only a few char-
acteristic publications, even though there is a large body of work
related to diversification techniques for STEM and CS.

• Creating equitable access to diverse groups across the edu-
cation pipeline
ś Summer Camps [41, 42]: organized summer activities equiv-
alent to summer school that last for a few weeks or days.
We do not include summer college or pre-college formal
classes in this category.

ś Pre-college Activities [43, 44]: any activities for students
aged 6-18 who have not attended college.

ś Introductory Courses [45]: courses that introduce a concept
and have no prerequisite course requirements.

• Embedding cybersecurity in students’ everyday lives and
interests
ś Teaching through the CS Curriculum: teaching a concept
through all major’s classes.

ś General education: embedding cybersecurity concepts in
general education classes offers the opportunity for non-
CS majors to discover the field and how it applies to their
majors.

ś Undergraduate Research [46, 47]: capstones and problem
solving for pressing issues such as privacy, safety, and
awareness, can offer different contexts to students learning
cybersecurity and offer an opportunity to make a positive
change to society.

• Authentic and active learning techniques in cybersecurity
courses
ś Gamification [48, 49]: any serious game designed to teach
specific concepts.

ś Active Learning [50, 51, 52]: techniques of active learning
include peer instruction, POGIL, flipped classroom, labora-
tories, and others that engage students to actively acquire
knowledge rather than passively attend a lecture.

• Empowering and mentoring minority students to participate,
engage, and stay in cybersecurity
ś Undergraduate Research [46, 47]: a mentoring activity by
a faculty member that explores a topic using the scientific
method and leads to scientific discovery.

ś Conferences (GraceHopper[53], Hispanic Latino Science
Conference 5): organized meetings in which the goals are
to discuss professional opportunities, recruit, and diversify
the field.

5https://mymaes.org/
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ś Cohorts [54, 55]: communities of students that share a
common characteristic and that are formulated for support
and socialization.

Our research was conducted using ACM, IEEE, and Google Scholar
databases with the following format: (‘‘cybersecurity’’ OR

‘‘cyber security’’) AND (‘‘<CATEGORY>’’) AND
(‘‘<DIVERSITY_KEYWORDS>’’) where <CATEGORY> is any of the
categories discussed above and <DIVERSITY_KEYWORD> includes:
łdiversity,ž łdiverse,ž łunderrepresentation,ž łunderrepresented,ž łmi-
nority,ž and łminorities.ž Thus, each category search varied from
10 to a few hundred results involving 1-20 relevant publications.

The first phase of the literature review yielded some significant
trends, insights, outcomes, and limitations concerning the conven-
tional approaches to broadening diversity in cybersecurity. The
papers came from a wide variety of sources, including sources out-
side the fields of computer science and cybersecurity. Therefore, a
second detailed review of the literature was necessary for a better
focus on the initial results within the context of computer science,
as well as to verify the results of the first phase.

4.2 Focused Literature Search Methodology

The second phase of the review included a narrowing of the key-
word search terms in the ACMDigital Library to (łcybersecurityž or
łcyber securityž) AND (diversity or diverse or underrepresentation
or underrepresented or minority or minorities). The purpose of this
second phase was to confirm the common/major trends of cyberse-
curity interventions found in the first phase through a systematic
search of existing literature in the database. This focused search
resulted in 624 publications as of July 2019. However, the vast ma-
jority of the search results included technical papers unrelated to
education and were readily excluded.

Next, all publications unrelated to education and duplicate results
found by both searches were filtered out. Then the principal selec-
tion criteria were based on whether the publication (1) included
cybersecurity education methods with the primary goal of target-
ing diverse students, or (2) referred to new cybersecurity teaching
techniques that resulted in an increase in students Ðpossibly an
increase in diverse studentsÐ but that did not have diversity as a
primary target.

Finally, a word analysis was performed on all reviewed publi-
cations with goal to systematize the themes based solely on the
titles of the publications. A statistical analysis of the keywords’
frequencies in the titles of the studied works can be achieved by
determining the rate of occurrence of each word from the 458 key-
words remaining after data pre-processing. Data pre-processing
filtered out the common, expected words such as "cybersecurity"
and "diversity" that were expected to be found in the titles due to
the keywords that were used in the search. Thus, 458 words that
were not synonyms to the keywords used in the search were used
to identify prevailing patterns in the current literature.

4.3 Coding Results

Several criteria were created to systematize the analysis of the
results of our literature search and analyzed according to the fol-
lowing guidelines:

(1) Target Diversity: criteria referred to the target audience and
includes subcategories such as gender, race, ethnicity, socioe-
conomic status, cultural background, and special needs.

(2) Learning Environment: criteria were divided into formal and
informal learning with the definition of formal learning to
indicate in-class learning required to complete a degree, cer-
tification, or Bootcamp. Any other form of learning was
considered informal learning. Thus, the subcriteria of formal
learning was pre-college, undergraduate, and graduate. The
subcriteria of informal learning was summer camp, club, and
Capture The Flag (CTF) competitions.

(3) Approaches: in this case, pedagogical criteria defined ap-
proaches and techniques such as active learning, conferences,
gamification, undergraduate research, general education, in-
troductory courses, teaching across the curriculum, cohorts,
summer camps, mentoring, and cybersecurity clubs.

(4) Measurement: criteria considered literature that systemati-
cally measured changes in issues related to diversity. The
specific criteria were: number of students, attitude, enthu-
siasm, confidence, awareness, and knowledge. Quantitative
and qualitative results from formative and summative assess-
ments were accepted as a way to fulfill these criteria.

The first three guidelines were derived from the culturally re-
sponsive framework from Section 3. The "Measurement" codifica-
tion criteria was derived indirectly from the framework, since it is
important to prove the success and sustainability of interventions
with robust metrics.

For each publication, the criteria were labeled with a binary
value: a ł1ž for meeting the criteria, or a ł0ž if unmet. For example,
if a publication targeted the increase in the number of females
in cybersecurity along with the introduction of a new technique
addressing different gender needs, the criteria were met. In the case
of measurement, if the publication measured a change in any of the
criteria, then the criterion was considered fulfilled. Majority vote
was used to handle rater differences in codification.

The methodology selected for the focused literature search had
a few limitations. First, the constraints of the systematic review
largely reflect the shortcomings of the papers available for review.
Although the second phase of the evaluation provided a tighter
focus within computer science and allowed verification of results
from the first phase, narrowing the search terms to only ACM’s Dig-
ital Library increased the risk of missing relevant articles outside of
the database. Second, by restricting keyword searches to titles, our
study likely undervalued or overlooked potential themes discussed
in the main body of the papers. Third, methodological decisions lim-
ited the number of possible literature evaluations, as found in the
area of the camp and other activities’ effectiveness on general cy-
bersecurity participation. Lastly, the methodology depended upon
the investigators’ knowledge and preferences. However, including
a diverse and international range of cybersecurity educators in our
systematic search improved the validity and strength of the study’s
results.
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4.4 Curricular Frameworks

Several curricular frameworks for cybersecurity have been pro-
posed as standard, such as the NICE (National Initiative for Cy-
bersecurity Education) framework [56], the Bologna standard [57]
etc. We have reviewed these frameworks during our literature re-
view since they are broadly adopted and used as a guideline for
the formulation of cybersecurity degrees. Our goal was to examine
international curricular frameworks under the lens of diversity, to
identify if they address culturally responsive, authentic learning
experiences with aim increase the number of professionals in the
field.

The following section shows the results of our entire review of
the literature with graphical representations based on our codifica-
tion and emerging patterns.

5 RESULTS

A total of 82 papers were identified using the methodology de-
scribed in Section 4 and were surveyed. The majority (54.4%) of
surveyed papers considered one or more diversity characteristics.
However, few surveyed papers (20.3%) targeted diversity character-
istics from the outset. For those papers that considered diversity
characteristics, authors typically considered a single characteristic
(17.7%), with relatively few (7.6%) studies considering more than
three diversity characteristics. Gender was the most-considered
diversity characteristic (29.3%) in the papers surveyed, with dis-
abilities the least considered (2.5%). Similarly, socioeconomic status
was rarely considered (6.3%).

In terms of cohort provision, the majority of surveyed papers
targeted undergraduate provision (55.7%). Some (10.1%) targeted
both undergraduate and graduate provision, but few (7.6%) specifi-
cally targeted graduate provision. The focus on earlier undergradu-
ate years is reflected in the delivery model; many (21.5%) studies
focused on general education and some (12.7%) focused on intro-
ductory courses, with relatively few (8.9%) interventions delivered
through existing, non-security computing science courses. In terms
of practices, active learning (34.2%) and gamification (17.7%) were
the most common methods observed in the surveyed papers.

The effectiveness of interventions or solutions is considered in
the minority (45.6%) of the surveyed papers. Figure 1 illustrates
observed measurements of effectiveness that considered specific
diversity characteristics. The figure does not reveal any particular
measurement that was favored with respect to diversity character-
istics. However, it does illustrate that measurements often do not
focus on student recruitment or student knowledge.

In papers that considered the effectiveness of an intervention, the
majority (51.9%) of measurements focused on enthusiasm and/or
awareness. There were only some (24.1%) surveyed papers that
considered knowledge, and relatively few (17.7%) considered the
effectiveness of attracting or recruiting students.

Figure 2 is a word cloud featuring the titles of the papers we
reviewed for our literature study (after removing some common
words, as well as the term cybersecurity). It is unsurprising to note
that the frequency of specific terms Ðsuch as łwomenžÐ corre-
sponds with the findings from the literature review.

The keyword density classification in Table 2 reveals that the
central position in concerns regarding cybersecurity diversification

is "learning." We will discuss the trends for modifying the learning
objectives included in the cybersecurity curriculum in a future
subsection.

The second position in the ranking is reserved for the words
"undergraduate" and "social," suggesting that: (a) the principal di-
rection of increasing diversity in the cybersecurity curriculum is
at the level of undergraduate studies; (b) the social framework of
security education, i.e., defending what is important, is a prevalent
direction for inclusive pedagogies and similar to the aim of this
work: "securing the human".

Detailed analysis of the keywords frequencies has facilitated
defining main patterns and trends found in the literature explored.

5.1 Emerging Patterns and Themes

This section discusses emerging patterns and themes that we iden-
tified in our extensive literature review as they correlate with the
culturally responsive framework in Section 3.

5.1.1 Creating equitable access to diverse groups across the educa-

tion pipeline.

• Summer Camps Much of the literature on cybersecurity-
related summer camps deals with camps used as outreach
opportunities to increase cybersecurity awareness and spark
interest in both students and teachers. The camps focusing
on teachers also aim to facilitate seamless integration of
cybersecurity knowledge in the teachers’ school curricula.
GenCyber is one of the most popular and largest camps, with
150 camps throughout the United States dedicated to engag-
ing K-12 populations in cybersecurity6. GenCyber provides
summer opportunities to both students and teachers [58,
59]. Conducting camps with both teachers and students not
only enables teachers to learn more about cybersecurity so
they can teach it in their classrooms, but also gives them the
opportunity to pilot-teach their new knowledge to the stu-
dents attending the camps. Ladabouche & LaFountain [60]
found that the students and teachers reported a high level
of interest in and awareness of cybersecurity, which shows
promise in getting more cybersecurity opportunities in K-12
levels.
Across the various types of summer camps, there are com-
mon approaches, including hands-on cyber and computer
science activities [61, 62, 63]. Mentoring, especially from
people of similar backgrounds, also can play an essential
role in these summer camp experiences. Dampier et al. [59]
conducted a summer camp in which high school and lower-
division students were mentored by students from a higher
level. The researchers’ preliminary report found that the
participants had expressed interest in applying to their uni-
versity to major in cybersecurity.
As with the literature on introductory courses, there is little
research on the outcomes of the summer camps in terms
of broadening diversity, as only a few camps have reported
a diverse attendee population. Amo [37] did find that the
CyberGen program positively impacted female teenagers.
Her report showed that although the males had an initially

6https://www.gen-cyber.com/
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Figure 1: Observed measurements of effectiveness in surveyed papers, separated by diversity characteristics.

Table 1: Literature Survey Summary

Category Reference Literature

Summer Camps [58, 59, 60, 61, 62, 63, 64, 65, 66]
Pre-College Activities [67, 68, 69, 70, 71, 72, 73, 74, 75, 76]
Introductory Courses [77, 78, 79, 80, 81, 82, 83, 84, 85, 86]
Teaching through the CS Curriculum [87, 88, 89]
General Education [90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107]
Undergraduate Research [108, 47, 109, 110, 111]
Gamification [70, 63, 112, 113, 114, 115, 66, 116, 117, 118, 119, 120, 121, 122, 123]
Active Learning [124, 125, 126, 127, 128, 129, 130, 131, 132]
Conferences [133, 134, 135, 136, 137, 138, 139]
Cohorts [140]

Table 2: Keyword density classification

Percentage Occurrences Keywords

1.74 8 learning
1.52 7 undergraduate, social
1.31 6 course, engineering, national, program, science, women
1.09 5 design, general, high, interest, peer, school, study
0.87 4 active, case, competition, curriculum, game, research, secure
0.65 3 capture, careers, diversity, engagement, enhancing, experience, flag, inquiry, instruction, outreach,

practice, technology, universities, unplugged
0.43 2 arts, awareness, gender, disabilities, forensic, gencyber, game-based, hacking, phishing, etc.
0.21 1 academy, active-constructive-interactive, attacks, autism, automatic, alternatives, sandbox, gaps,

ethical, initiative, sandscout, underrepresented, etc.

higher baseline in computer science/technology self-efficacy,
at the end of the camp, males and females reported similar
levels.

• Pre-College Activities There are three emerging themes, or
challenges, related to diversity interventions for pre-college
students:(1) the underlying principle of the intervention at
pre-college, the (2) framing of the pre-college intervention,
and (3) the motivation of the adolescent involved.
The first theme concerns whether the pre-college interven-
tion aims to widen the pool of interested individuals or to
identify the most active candidates at the pre-college level.
Numerous schemes in several countries have been designed
to increase the number of individuals engaged in and aware
of cybersecurity. CyberPatriot is designed to be accessible

to high school students in North America and to inspire
them to consider a career in cybersecurity [141]. Similarly,
CyberFirst in the United Kingdom offers a range of methods
to motivate adolescents to consider careers in cybersecurity
[142]. Online resources have been publicized that can be uti-
lized as a part of programs to widen access for adolescents,
such as CyberCIEGE [143].
An alternative is to identify the strongest individuals through
competitions, such as Olympiads. Such competitions have
been shown to be effective ways to identify the strongest
candidates [144]. For example, Cyberlympics, is a type of
Olympiad. It is operated by the International Council of
Electronic Commerce Consultants (EC-Council), a member-
supported professional organization that certifies individuals
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Figure 2: Word cloud generated from the titles of the surveyed papers.

in various e-business and information security skills. Cym-
perlympics is designed to identify strong candidates and
raise awareness of cybersecurity issues [145].
The second emerging challenge for pre-college activities is
the framing of the initiative or intervention, especially if the
goal is to address a specific diversity characteristic. Rurch
et. al. [76] report on an event that offered male and female
participants the choice among three different competitions:
robotics, game design, and cyber defense. More females fa-
vored robotics.
The third emerging challenge is that pre-college interven-
tions or initiatives may be more effective at attracting indi-
viduals that have already expressed an interest in cyberse-
curity, rather than those that have had little exposure to the
topic. Tobey, Pusey, and Burley raised such a concern with
respect to the National Cyber League competitions in the
United States. The competition has recently been extended
to include high school students but has proved popular with
students in higher education and professionals [146]. Tobey,
Pusey, and Burley argue that while such competitions are
effective at engaging and inspiring attendees, they likely
attract and benefit practitioners and professionals more than
uninitiated individuals [67].

• Introductory Courses

Usually, cybersecurity courses and programs are offered in
upper-level studies Ðthat is, upper-division and graduate

programs [78, 79]. In general, the literature has shown sev-
eral initiatives in which cybersecurity has been integrated
throughout the computer science curriculum. Most of these
approaches are additive in nature, in that they offer special-
ization courses, or tracks. In other words, the core programs
are always computer science-based, and cybersecurity is a
specialization added in later. For example, to expose students
to cybersecurity, Yue [147] attempted to integrate cyberse-
curity talks and lectures across multiple courses, such as
courses in software engineering, networks, and operating
systems, and across undergraduate and graduate courses.
Overall, Yue reported positive student outcomes from this
approach in terms of students’ interest in and evaluation
of cybersecurity. That is, students found the cybersecurity
knowledge they gained valuable to their professional devel-
opment and in everyday life. By using an additive approach,
educators can easily infuse cybersecurity into existing CS
courses without diluting or removing the traditional CS1
and CS2 curricula. Verdicchio et al. [80] showed examples
of how fundamental computing topics taught in CS2 (which
are also applicable to some CS1 courses) have cybersecu-
rity implications that can be easily integrated into the CS2
curriculum. There was no follow-up on student impact. How-
ever, Kessler [84] also noted that some cybersecurity courses
may still be too technical in their approaches to fit into intro
CS courses.
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In non-CS realms of introductory courses, cybersecurity has
been used to recruit and engage students from underrep-
resented minorities. In a health-care program studied by
Ghosh [81], for example, cybersecurity was used to get more
women interested in the topic by introducing cybersecurity
related to health-care data in an introductory health-care
course. The researchers’ evaluation showed high interest
among students, with some reporting that they would like to
study the topic further. From a business or information sys-
tems approach to cybersecurity, Yang et al. [85] and Kessler
& Ramsay [84] reported that core components of a cybersecu-
rity curriculum in the United States include digital forensics,
network security, cyber defense, and policies. Nevertheless,
they found that technical expertise is still a critical founda-
tion for cybersecurity students.

5.1.2 Embedding cybersecurity in students’ everyday lives and inter-

ests.

• Teaching through the CS Curriculum Several NSF-funded
projects have made an effort at introducing cybersecurity
topics into computer science and computing curricula over
the past several years.
An NSF-funded project called SecKnitKit (Security Knitting
Kit) developed materials to integrate cybersecurity into tra-
ditional computer science courses [87]. SEED Labs, another
NSF-funded project, developed instructional laboratories
for computer security education and hosted yearly SEED
Labs workshops for educators7. Other NSF and industry-
funded projects include the Security InjectionsTowson [88],
SPLASHTowson, EDURange [148], DeterLab [149] and Cy-
ber4all projects 8. These projects produced an extensive open-
source cybersecurity curriculum that is available to comput-
ing majors but not limited to computer science. However,
none of these initiatives has evaluated the effectiveness of
this curriculum in attracting underrepresented minorities to
cybersecurity.

• General Education Research on general education endeav-
ors to attract students to cybersecurity was limited, yet two
patterns emerged: (1) new computer science courses that
fulfill some general education learning outcomes combined
with an introduction to technical and nontechnical concepts
of cybersecurity, and (2) introduction of cybersecurity con-
cepts into existing general education courses (for example,
a course in the history of computer security or a course on
cyber law.)
In the first category, Mountrouidou et al. [90] created a first-
year computer science course for general education, while
Sobiesk et al. [91], Li et al. [92], Lin et al. [93], Das et al. [94],
Shumba et al. [95], Kerven et al. [96], Shavenski et al. [97]
created introductory computer security interdisciplinary
courses to fulfill general education requirements. Many pa-
pers emphasized that studying multidisciplinary and real-
world subject matter, such as visual design, improved the
cybersecurity pathway for underrepresented groups [96, 97].

7 https://seedsecuritylabs.org/fundings.html
8NSF DUE-1241738, NSF DUE -0817267, NSF DGE-1516113, NSF DGE-1516113, NSF
DGE-1241649, the GenCyber program, and the Intel Corporation

Unfortunately, less than half of these papers presented mea-
surements, quantitative or qualitative, of the effectiveness
of their interventions.
The second pattern Ðincluding cybersecurity concepts in
general education coursesÐ was not represented by an ex-
tensive body of work. Doherty et al. [98] developed em-
bedded modules in general education courses that included
presentations and exercises related to political science, psy-
chology, information systems, business, public policy, and
justice. Wilson et al. [99] and Mahadeve et al. [100] com-
bined psychology, computer science, and law to create an
interdisciplinary course in forensics. Many general educa-
tional approaches included social sciences and psychology
by emphasizing that learning about human behavior and
social engineering could encourage broader cybersecurity
interest [103, 105, 106]. Some papers utilized social engineer-
ing subject matter to attract general education students, with
Aldawood [104] providing an excellent review of cybersecu-
rity social engineering education and common threat vectors
using instruments suggested by El Aassal and Verma [105,
101]. Only Wilson et al. [99] and Rivera et al. [105] provided
some qualitative evidence of the effectiveness of their work.

• Undergraduate ResearchWe analyzed two sets of papers re-
lated to this category: formal research experience for un-
dergraduate (REU) students funded by the National Science
Foundation (NSF) or another agency, and informal under-
graduate research mentoring from faculty. In the case of
formal mentoring, REU sites for racial and socioeconomic
underrepresented minorities were presented by Panero et
al. [110] and Yang et al. [47]. Borowczak et al. developed an
open-ended, inquiry-based research capstone course [108].
Locasto et al. [109] performed outreach that included un-
dergraduate research. Frank et al. presented informal under-
graduate research mentoring [111] with a small sample of
students.
Although only five relevant publications are cited under this
category, four of those [110, 47, 111, 109] have included a
form of assessment that indicates positive results by students
that participated in an REU and further considered graduate
studies in the cybersecurity field [110] or students that found
mentoring experience beneficial in persevering for a career
in the field [111].

5.1.3 Authentic and active learning techniques in cybersecurity courses.

• GamificationGamification, or game-based learning, has emerged
as a popular active learning activity adopted by educators
to teach cybersecurity principles. The most popular type of
games are CTF (Capture The Flag) games for example, [70,
63, 112, 113, 114, 115, 123, 150]. Other game types include
escape rooms [122, 66], tabletop and card games [117, 116],
and video games [118, 151], as well as competitive elements
added to course activities [119, 120].
Pre/post surveys and reflective writing have been used to
show evidence that game-based learning has the positive ef-
fect of increasing student confidence and enthusiasm toward
the cybersecurity field in most cases, but this has not been
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observed in all cases. Female participants had an unfavor-
able view of the game-based learning in [66], and there was
evidence that poorly designed games discouraged novices
from participating [121]. Some papers had a substantial num-
ber of participants from gender and racial minorities [122,
66], but most made no reported effort to recruit participants
from underrepresented minorities. Many of the papers that
we surveyed lacked assessment instruments to measure the
long-term effectiveness of the studies Ðfor example, the
number of pre-college participants that continued to major
in a cybersecurity-related field.

• Active Learning The literature review suggests that active
learning is an effective Ðand not an uncommonÐ approach
for helping students achieve knowledge gains in computer
science coursework, particularly in classes occurring earlier
in the curriculum [126]. Similarly, the evidence indicates
generally positive student attitudes when active learning is
adopted in the classroom. Although there are several differ-
ent strategies for delivering active learning (Process Oriented
Guided Inquiry Learning or POGIL, gamification, and oth-
ers), peer instruction has emerged as an especially common
active learning technique [124, 128, 130, 131].
Peer instruction is a form of flipped classroom wherein stu-
dents read preparatory materials in advance, and the instruc-
tor uses class time to pose questions that students answer
using an iterative think/pair/share strategy. Although the
literature review demonstrates that little has been done to
measure the effectiveness of active learning in cybersecu-
rity classes, Deshpande et al. [125] provide recent evidence
that using peer instruction in a cybersecurity class was as-
sociated with a reduction in dropouts and failure rates and
an increase in knowledge gains. Some studies address the
impact of active learning in terms of gender. However, the
literature review indicates a shortage of studies that address
the impact of active learning on attracting and retaining
students from other underrepresented student populations
to cybersecurity.

5.1.4 Empowering and mentoring minority students to participate,

engage, and stay in cybersecurity.

• Conferences Conferences [133, 134, 135, 136, 53] have been a
great venue for raising diversity awareness in computer sci-
ence. Conferences may conduct workshops, display student
posters, and host presentations.
Recently, the Women in CyberSecurity (WiCYS) [138] con-
ference supported by NSF funding has made extensive con-
tributions to increasing women’s participation in cyberse-
curity. The number of WiCYS female student participants
from colleges and high schools in U.S. grew from about 350
in 2014 to more than 1,300 in 2019. The WiCyS organiza-
tion adapted the model from regional ACM-W (Association
for Computing Machinery, Women in Computing) and es-
tablished more than 60 chapters to raise awareness among
female students in cybersecurity in addition to sponsoring
community forums, newsletters, virtual career fairs, webi-
nars, and a mentor program. 3CS [133], NICE [134] and

CISSE [135] conferences hosted workshops and webinars to
identify issues in diversity for cybersecurity.

• Cohorts Little work has been done to create relevant co-
horts for mentoring diverse students in cybersecurity. The
CRA-W Graduate Cohort for Women aims to increase the
engagement of senior women in computing-related studies.
Based on our thorough literature review, there are no simi-
lar cohorts for mentoring and engaging diverse students in
cybersecurity, with the exception of the WiCYS organiza-
tion [138]that stemed out of the WiCYS conference.

5.2 International Standards Influencing

Diversity in Cybersecurity Curriculum

A review of literature in cybersecurity curriculum highlights how
institutes of higher learning can update their programs success-
fully by integrating a variety of certifications [152]. Other vital
factors maintaining a cybersecurity program include stakeholders,
employers, graduates, faculty, Joint Task Force on Cybersecurity Ed-
ucation, academic accreditation organizations like ABET, or other
international standards in information security management. In our
study, we focused on cybersecurity standards, existing in different
countries such as the USA, the group of countries in the European
Union, and the UK. We then analyzed how or if they are targeting
diverse populations with their guidelines.

Joint Task Force (JTF) on cybersecurity education was assembled
by ACM, IEEE Computer Society, Association for Information Sys-
tems Special Interest Group on Security (AIS SIGSEC), and Interna-
tional Federation for Information Processing Technical Committee
on Information Security Education (IFIP WG 11.8). The group’s goal
was to establish the basic concepts for a comprehensive curriculum
in cybersecurity. The JTF published in 2017 its Cybersecurity Cur-
ricular Guidelines, which can be used as a basic reference work for
post-secondary degree programs in cybersecurity [153].

ABET, known as Accreditation Board for Engineering and Tech-
nology in the United States, accredits college and university pro-
grams at the associate, bachelor’s, and master’s degree levels [154].
The ABET is a signatory of the international Seoul Accord agree-
ment established in 2008, together with the British Computer So-
ciety, the Australian Computer Society, the Canadian Information
Processing Society, and other institutions from Korea, Taiwan, and
Hong Kong. These organizations have as their main objectives the
improvement of computing education and the mutual recognition
of accredited programs for graduate study [155]. Recently, ABET
efforts have focused in the accreditation criteria for undergraduate
cybersecurity programs [156].

BCS (British Computer Society), known as the Chartered Insti-
tute for IT, establishes standards and frameworks for academic
institutions and industry in the UK. The cybersecurity-accredited
frameworks for BCS comply with the provisions of the Quality
Assurance Agency (QAA). According to QAA for Computing, the
following list of topics covered the knowledge areas of cybersecu-
rity before 2016: (a) Computer networks: security, encryption; (b)
Distributed computer systems; (c) e-Business: distributed transac-
tions, security and privacy; (d) Operating systems: access control,
virus protection; (e) Professionalism: security, recovery; (f) Security
and privacy: physical and logical security, firewalls, and Internet
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security; (g) Web-based computing: enterprise systems: access con-
trol, security, authentication, encryption [157]. Also, the curricular
initiatives of the UK Quality Code for Higher Education in 2016
align with the standards and guidelines for quality assurance in the
European Higher Education Area (EHEA) stipulated by the Bologna
agreement for the European member states [158].

NICE (National Initiative for Cybersecurity Education) promotes
standards of cybersecurity for education, training, and workforce
development in the United States. The National Institute of Stan-
dards and Technology (NIST) established a comprehensive frame-
work in cybersecurity in 2017, with the objectives of developing in-
formation security standards and guidelines and organizing knowl-
edge, skills, and abilities. NIST Special Publication 800-181 describes
a cybersecurity framework including the following keywords: abil-
ity, cybersecurity, cyberspace, education, knowledge, role, skill,
specialty area, task, training, and work role [56].

International Standards allow faculty to integrate different cur-
riculum sections of the International Standards Organization (ISO)
packages, such as ISO/IEC 27001, as well as the implementation
standards provided by ISO 9001, ISO 14001, and ISO 27799. The
ISO standards cover a broad range of topics, including health infor-
mation security management, information technology risk man-
agement, general data protection regulation, public clouds privacy
framework, and IT home network security.

The Bologna standard guides 48 European countries in their stan-
dardization of educational systems at the level of bachelor, master,
and doctoral studies [57]. The European Commission adopted a
digital education action plan, which includes 11 actions to support
the development of digital competences in education. Action 7 per-
tains to cybersecurity in education and aims to increase awareness
of online risks. Several Bologna-standardized cybersecurity top-
ics referenced by European universities include: hardware security,
security threats on the web, networks, cryptographic systems, hack-
ing, reverse engineering, run-time application security, low-level
programming, return-oriented programming, static and dynamic
analysis, and binary analyzers.

CSEC guidelines were recently proposed by the ACM Commit-
tee for Computing Education in Community Colleges (CCECC)
task force to address the cybersecurity curriculum for two-year
programs (CSEC2Y) [159]. The CSEC2Y guidelines strongly rec-
ommend that computing faculty recruit a wide range of students,
design practical efforts to support their successful graduation, and
address the need for diversity in the cybersecurity field. CSEC2Y
guidelines propose to address diversity by remediation of necessary
skills, personalized attention and instruction, specialized course
offerings, adaptable scheduling and delivery methods, significant at-
tention on retention and successful graduation, and focused career
counseling.

Diversity and Cybersecurity Curriculum Standards: These accred-
itation mechanisms and standards, have a common theme. They
are beneficial in creating learning goals and outcomes for student
cybersecurity learning. However, the majority of standards do not
offer methods to attract a diverse student population or make any
recommendations to create diverse professionals in the cyberse-
curity field. Diversifying the cybersecurity field may be out of the
scope of these standards, that aim at cultivating the industry skills
needed for the cybersecurity professional. On the other hand, these

standards may result to losing diverse students due to their inflexi-
bility.

6 DISCUSSION AND RECOMMENDATIONS

In this section, we discuss the results presented in Section 5 and
give recommendations to researchers and practitioners to increase
the diversification of cybersecurity professionals. Our recommen-
dations are structured around our original research questions and
the framework proposed in Section 3.

6.1 RQ1: What is the current body of work

concerning the diversification of the

cybersecurity field?

Regarding this first question, we list the gaps below in the body of
work concerning the diversification of the cybersecurity field. We
then list recommendations to build the related work and enhance
it.

In many of the papers analyzed, the studies discussed did not
recruit participants or role models from the groups of interest. We
believe that role models play a crucial component in motivating
and engaging students, especially those from underrepresented
groups. The importance of role models is particularly evidenced
by the success of conferences such as Grace Hopper, NCWIT, and
Tapia Celebration of Diversity in Computing. However, our liter-
ature review revealed that the only conference that promotes di-
versity in cybersecurity is Women in Cybersecurity (WiCyS [138]),
which mainly addresses gender diversity. Clearly, there is room for
improvement in efforts to attract a range of diverse populations
through organized meetings and role models.

Another element that we found lacking was a systematic eval-
uation of the interventions and their effect on diversifying the
cybersecurity professional population. Assessments in these papers
(where they exist) consist solely of pre/post surveys that measure
enthusiasm and awareness. Several aspects of educational interven-
tions need to be evaluated to measure their effectiveness. Learning
outcomes, retention, attraction to the profession, and attraction
to graduate studies are examples that were not quantified in the
studies that we reviewed.

Many of the publications reviewed employed a nontargeted ap-
proach and made little effort to create cybersecurity activities that
were relevant to students from diverse backgrounds. In our opinion,
the involvement of education researchers would improve oppor-
tunities to engage underrepresented groups that were missing in
past studies. Future endeavors that address increasing the number
of diverse students would benefit significantly from collaborative
efforts between cybersecurity educators and educators from more
formal education backgrounds [160].

Outside of computer science literature, there were too few in-
stances of introducing cybersecurity topics across the curriculum
(for example, national security, health, finance, and the like) as
a way to motivate and expand interest in the field. Throughout
our review of the literature, cybersecurity topics were frequently
offered only within computer science courses. This unfortunate
academic silo effect commonly reduces the availability of the in-
terdisciplinary collaboration that is so critical to attracting a more
diverse population. These missed opportunities further exacerbate
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the lack of cybersecurity exposure of underrepresented groups in
fields and majors outside of computer science.

In the area of undergraduate research, our study revealed nu-
merous research opportunities targeting diversity through NSF
grants in general CS fields, but too few focused on cybersecurity
topics. Individual mentoring by role models has proved effective
in attracting students in CS and STEM in general [46, 47]. There-
fore, there is an opportunity for novel, targeted endeavors to create
meaningful undergraduate cybersecurity research experiences for
underrepresented populations.

Even though it is beneficial to standardize curriculum, and it may
assist instructors in their course preparation, abiding by standards
may stifle innovation and inclusive pedagogies that will attract di-
verse students in cybersecurity. In an article at ACM Inroads [161]
regarding accreditation, interesting arguments are made about the
inflexibility of this type of standard. An institution needs to be
mindful and strike a balance between accreditation and other stan-
dards, as well as their mission of inclusive education. From the
reviewed standards, only the CSEC2Y guidelines mention recruit-
ing students from a wide range of backgrounds and characteristics,
accommodating their education needs, and creating interventions
for their retention. Based on our research, there is a gap that needs
to be addressed by standards and accreditation criteria as it per-
tains to the recruitment and retention of diverse students in the
cybersecurity field.

Current and future cybersecurity professionals need to take
diverse approaches to solve the continuously evolving global cyber-
crime epidemic. That need creates an even greater need to revise
and update the methods and approaches used to inspire a broad
and diverse population of students to enter the profession. Our
research uncovered numerous pedagogical approaches aimed at
promoting the evolution of the cybersecurity field, not only in the
interest of addressing dynamic security threats but also in the in-
terest of diversity in the field. Our research reveals distinct and
specific methods for educators and society to improve the number
of students interested in cybersecurity. Unsurprisingly, there is no
single solution to the diversification dilemma in cybersecurity. In-
structors must adapt their educational mindset to improve their
diversification efforts. Our meta-analysis, at the very least, provides
a culturally relevant and responsive start towards the pathway of
reaching future underrepresented cybersecurity students.

6.2 RQ2: What are the gaps in education

research for diversification of the

cybersecurity field?

The following efforts are recommended for teaching practitioners
experimenting with new programs to further diversify the field of
cybersecurity.

6.2.1 Creating equitable access to diverse groups across the educa-

tion pipeline. In section 5.1, we identified numerous pre-college in-
terventions in several countries that have been designed to increase
the number of individuals engaged in and aware of cybersecurity.
Such schemes and resources focus on widening access, rather than
identifying strong candidates for specific roles within cybersecurity.
On the other hand, competitions such as Olympiads typically pit

teams of individuals against each other to solve various cybersecu-
rity challenges. The focus is on identifying the strongest candidate,
but the hope is that even those who do not win the competition
may remain engaged. The design of these pre-college activities
is unlikely to address both the challenge of widening access and
identifying the most active candidates. Consequently, determining
the underlying principle of the pre-college initiative is of significant
importance.

The content and framing of the initiative itself are essential in
attracting suitably motivated candidates. Individual students are
likely motivated by different aspects to consider specific careers
[160]. Consequently, designing interventions or solutions to im-
prove diversity at the pre-college stage requires consideration of
the motivation of the individual.

6.2.2 Embedding cybersecurity in students’ everyday lives and inter-

ests. SecKnitKit (Security Knitting Kit) [87], SEED, and Cyber4all
have made a significant contribution by providing open-source
curriculum materials for cybersecurity education. However, teach-
ing cybersecurity through computer science coursework has not
shown any noticeable effect on increasing the number of diverse
students. In the future, developing culturally responsive [162, 163]
curriculum materials and teaching through diversity while measur-
ing the effectiveness of these approaches can help in increasing the
diversification of cybersecurity education.

From our research in general education interventions for cyberse-
curity diversification, we found that an exciting area for innovation
involves infusing courses from fields other than computer science
with cybersecurity modules or concepts. For example, infusing a
psychology class with social engineering concepts may satisfy a
general education requirement for the humanities. At the same
time, this effort may encourage a more diverse set of students to
specialize in cybersecurity. Our recommendation is to use the in-
terdisciplinary aspects of cybersecurity, such as social engineering,
international law, and ethical privacy issues, to create innovative
courses in general education. These courses may be hybridized with
philosophy, history, political science, sociology, and psychology
courses, and will demonstrate that cybersecurity is not focused
only on technology but has multidisciplinary aspects.

Learning communities can be another opportunity for practi-
tioners. Combining a CS cybersecurity course with a language or
sociology course leads to a cohort with common interests. These
interests revolve around the technical and human aspects of cy-
bersecurity and will likely attract additional students, and more
diverse students, to the field.

6.2.3 Empowering and mentoring minority students to participate,

engage, and stay in cybersecurity. Dedicated diversity conferences
in cybersecurity, such as Women in Cybersecurity [138], provide
indispensable opportunities to introduce students to the cyberse-
curity profession. Due to their smaller size, regional conferences
afford significant possibilities to impact diverse populations and
are easier to deliver. Specifically, publishing information about the
conference and its effectiveness in addressing diversity can have a
measurable impact, as successful practices can be replicated.

Teachers can organize small workshops in collaboration with
industry allies. In this manner, educators can bring additional role
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models from diverse populations to their schools and inspire stu-
dents to venture into the cybersecurity field. By embedding men-
toring events into the workshops, both the mentors and mentees
benefit from the organized structure provided.

6.3 RQ3: What approaches are successful or

unsuccessful in diversifying the

cybersecurity field?

Our investigation shows that many interventions in Table 1 suc-
ceeded in increasing awareness, knowledge, and interest in cyber-
security education. However, research areas related to increasing
diversity remain under-explored.

6.3.1 Recruiting Teachers, Students, Role Models, and Participants

from Diverse Backgrounds. From our investigation into the research
on summer camps and game-based learning in informal learning
settings, we found that the majority of them do not actively re-
cruit minority participants or role models. Instead, they tend to
do general recruitment (for example, from schools in the commu-
nity) and report demographics only afterward. That is, many lacked
a plan primarily focused on recruiting students and role models
from diverse backgrounds, in particular from underrepresented
groups. There were very few examples in which the design of the
summer camp or gamified activity was responsive to minority pop-
ulations, such as through purposefully integrating a mentoring or
peer-assisted learning model.

6.3.2 Evaluation, Assessment, Instruments, and Follow-up. Regard-
ing the effectiveness of the camps and activities in increasing the
general participation in cybersecurity, our review, unfortunately,
found a limited number of evaluations in literature. While several
studies showed an increase of awareness or interest, the majority of
papers did not mention specific attainment of knowledge or skills.
The most glaring omission was the failure to track students after a
camp, class, or other activity.

6.3.3 Introductory Courses. Little research addresses the actual
outcomes of integrating cybersecurity content into an introductory
computer science course. Overall, students report having positive
experiences with cybersecurity, yet there is no substantial evidence
that such courses necessarily lead to increased minority cybersecu-
rity participation any more than conventional computer science or
information systems courses.

6.3.4 Undergraduate Research. Several funded efforts have reported
results for undergraduate research interventions. However, infor-
mal mentoring is lacking. It would be beneficial Ðand novelÐ to
publish additional experience reports and evaluations from schools
that systematically perform undergraduate research without fund-
ing, as part of everyday faculty research obligations. Moreover, a
detailed description of how to organize an undergraduate research
experience in cybersecurity would be beneficial to the education
community, as would tips and tricks on how to mentor diverse
students.

7 CONCLUSION AND FUTUREWORK

This paper presented common strategies that educators have used
to broaden diversity in cybersecurity. It has also presented a cul-
turally responsive framework aiming to diversify the cybersecurity
field. This framework guided us to a detailed literature review and
results that indicate gaps in the education research, as well as in
teaching practice. As our thorough review of the literature has
showed, most approaches have focused on exposing students from
underrepresented minorities in formal and informal learning en-
vironments to authentic and engaging cybersecurity activities to
raise awareness and interest in the field. There is room for improve-
ment and more targeted efforts in the assessment of cybersecurity
diversification techniques, interdisciplinary courses, and organized
mentoring.

Although much of this work has focused on increasing access,
future work should focus on measuring minority recruitment, suc-
cess, and retention as students transition through the cybersecurity
education pipeline. Our future work includes a survey that will
enable higher education institutions to self-assess their efforts in
cybersecurity programs. The survey will give additional data on
cybersecurity diversity interventions and potential improvements.
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